How to hack your way in to RTE-A VC+

Hardware :

HP1000-A series mainframe

HP79XX CS-80 drive with RTE-A VC+

PC capable of MSDos and with a ISA-slot

HP HP-IB ISA-adapter HP 88500A and HP 82335 HP-IB and some NI adapters.
HP-IB cable

Software :

Text Editor (Crimson, Notepad,..)

Hex editor (HHD Free Hex Editor)

Hpmbcalc (checksum calculator)

LIFDIAG.EXE part of  Agilent SDF Utilities 

Manuals :

HP1000 RTE-A System Design Manual

Links :

http://www.hexprobe.com/hpmbcalc/index.htm
ftp://ftp.agilent.com/pub/mpusup/35670A/SDF_utilities/
http://www.hpmuseum.net/document.php?hwfile=3760
http://www.hp9845.net
Introduction.
A while ago I acquired a HP1000  A600 running on RTE-A VC+ , with the original installation tapes and a lot of manuals. VC+ means the system is equipped with a user accounting system under RTE witch means you have to login. 

After primary installation in the 1985 the system was updated many times and those tapes were missing (this of cause is the natural order in classic computing ;-) , so it was important to keep al the files on the disc and make them accessible. The system I acquired was equipped with a HP7912 disk unit with integrated tape drive. At first of cause the system was cleaned and inspected and repaired/restored were necessary. The next to do was to power up the subsystems and look if they hold. And they did, so after tying everything together it was time to boot the machine, even that worked out without any disasters.

BUT, there was a login screen and I did not know the passwords to get in.

I could guess a username due the mentioning in the start-up screens but no passwords ! 
That’s were the reading and searching started………
Next.

After reading a lot in the manuals I concluded that the most important manual at that moment was the RTE-A System Design Manual and a HP course in German language about the using and working of RTE.

I had a reasonable idea how the accounting system worked but no clue how to crack it. At that time there was a discussion on classiccmp about HP-IB drives and how to build a emulator for CS80/SS80 drives on a PC . There was a link to the 9845 website, and after reading the articles on that site, I had a reasonable clue how to access the drive with a PC.

And some times you just need a little luck………
By accident I discovered a password from the user HILFE , guess the password, and yes it is HILFE (German for HELP). Now I had everything I needed for success so the following article is about how to hack your way in RTE-A VC+.
Step by step manual to get in :

Part 1.

* Disconnect your boot disc from the main system, and connect it to the PC with the HP-IB card.
* Boot the disk and the PC and start LIFDIAG.EXE when it is asking for the disc number  this will be :70X where X is the HP-IB setting of your disc mostly 0 thus :700. 
After this the program will connect to the drive and display some info of the drive, write down the amount of block/sectors the program displays.
* Use the Search option of the program enter the start and end sectors of your search and chose the ASCII-function. Search for the string MASTERACOUNT  this is the directory entry for the MASTERACOUNT file of the RTE-A system, but what’s more important this is always placed in the users directory.
After the search is stopped you can see at the right part of screen the ASCII representation of the sector. When you browse further with the Next button you will see the usernames, shown in figure 1.
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Figure 1.
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Figure 2.

As you can see in the first figure the masteracount file is a way of finding the user entries of the user configuration files. Figure 2 explains how a subdirectory- and file entry are allocated.
The words 3 and 4 of the row above the user file name are the sector number where the user configuration file starts. Now we have the file allocation of the User Configuration File.
*Use the read option and fill in the sector address of the user file you want to alter.

*Use the log option of lifdiag program twice, the first time opens and defines the log file the second time closes the log file.  Print or copy the log file to the machine with the hex editor.
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Block 1

Word Content
1-15 User Name (30 characters max)
16 s-] Reserved
17-18 | Encoded Password (14 chars max) or a constant
19 User Identification Number
20 UDSP depth | Number of UDSPs
21-60 | Program to run at logon (80 chars max)
61-92 | Working Directory name (64 chars max) or —1
93-94 | Last Logoff time, in seconds since Jan 1, 1970
95-96 | Cumulative connecttime in seconds
97-98 | Cumulative CPU usage in tens of milliseconds
99 Reserved | User Capability Level
100-115| LU Bit Map
116 Block number of the first block in the users group list
117 Number of entries (records) in the group list
118 Index from the base of the group list to the record of the
default logon group
119-120] Last Logon Time, in seconds since Jan 1, 1970
121 Group ID number last logged on with
122 LU last logged onto
123 [EVB size in pages
124to | Reserved (set to zero)
126
127 Code word to signal if converted yet
128 Check sum of all previous words





Figure 3.

Figure 3, shows the layout of the user configuration file under RTE-A VC+ most of the data is not important for getting in and stays unaltered. To get in and get boss three things must be altered.
1. You must get super user so at word 16 the super user bit must be set to 80 00
2. You want to have a known password for that the words 17-18 must been altered in a known password  7b b5 d5 72 witch is  HILFE.
3. When this is happened a new checksum must be calculated and entered at word 128
It’s now time to open your Hex editor and make a new file type over word 1 to 127 and save the file, I gave it the extension .bin.

A screenshot of the Hex editor is shown in figure 4 with the altered file opened.

Before you alter the file first save it and open Hpmbcalc and calculate the checksum use the swap byte option and check the checksum against the one in the log file. If they are the same you entered all the data right. See figure 6.

After this you can alter the .bin file and calculate the new checksum figure 7.
Convert al your hex numbers to decimal and write them down.

Now it’s time to change the User Configuration File on your RTE-disc, use the modify option and modify the right byte. Modifications must be done as decimal numbers.

After you have done al modifications check the modified sector and close the disc.

Now you can boot your HP 1000 and login as superuser with the password HILFE.

Have fun…..
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Figure 4. Hex editor with the altered hilfe.bin 
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Figure 5. Logfile from lifdiag.
-
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Figure 6. Original hilfe.bin with checksum 13 A7
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Figure 7. After setting the super user bit in hilfe.bin the checksum is 93 A7.
Sector: 5315 (0x14c3)





word	  1     2     3     4     5     6     7     8





byte   0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F  0123456789ABCDEF





0x00  00 e1 00 30 b3 8f 0f 83 ff ff ff ff ff ff ff ff |...0............|


0x10  55 53 45 52 53 20 20 20 20 20 20 20 20 20 20 20 |USERS           |


0x20  00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................|


0x30  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................|


0x40  01 e3 00 02 00 00 14 f3 00 1e 00 08 ff ff ff ff |................|


0x50  4d 41 53 54 45 52 41 43 43 4f 55 4e 54 20 20 20 |MASTERACCOUNT   |


0x60  20 20 20 20 18 ea e9 62 39 77 87 9b 38 21 36 7a |    ...b9w..8!6z|


0x70  00 00 00 1e 00 00 0f 00 00 00 01 e0 00 00 00 00 |................|


0x80  01 e3 00 01 00 00 11 b6 00 01 00 80 ff ff ff ff |................|


0x90  53 45 52 20 20 20 20 20 20 20 20 20 20 20 20 20 |SER             |


0xa0  20 20 20 20 24 28 e4 9a 34 bf 4e 85 2d 27 de ba |    $(..4.N.-'..|


0xb0  00 00 00 01 00 00 00 80 00 00 00 01 00 00 00 00 |................|


0xc0  01 e3 00 01 00 00 0c cc 00 01 00 80 ff ff ff ff |................|


0xd0  42 50 53 48 20 20 20 20 20 20 20 20 20 20 20 20 |BPSH            |


0xe0  20 20 20 20 22 35 69 ff 37 f1 f9 74 37 f1 f9 74 |    "5i.7..t7..t|


0xf0  00 00 00 01 00 00 00 80 00 00 00 01 00 00 00 00 |................|








Sector: 3329 (0xd01)





word	  1     2     3     4     5     6     7     8





byte   0  1  2  3  4  5  6  7  8  9  A  B  C  D  E  F  0123456789ABCDEF





0x00  3f 3f 3f 20 20 20 20 20 20 20 20 20 20 20 20 20 |???             |


0x10  20 20 20 20 20 20 20 20 20 20 20 20 20 20 00 00 |              ..|


0x20  7b b5 d5 72 00 37 00 00 52 55 20 43 49 2e 52 55 |{..r.7..RU CI.RU|


0x30  4e 3a 3a 50 52 4f 47 52 41 4d 53 20 20 20 20 20 |N::PROGRAMS     |


0x40  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0x50  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0x60  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0x70  20 20 20 20 20 20 20 20 3a 3a 48 49 4c 46 45 20 |        ::HILFE |


0x80  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0x90  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0xa0  20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 |                |


0xb0  20 20 20 20 20 20 20 20 1a 12 35 92 00 00 1e 4b |        ..5....K|


0xc0  00 00 14 7f 00 00 00 00 00 00 00 00 00 00 00 00 |................|


0xd0  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................|


0xe0  00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |................|


0xf0  00 00 00 00 00 00 00 00 00 00 00 00 00 00 13 a7 |................|








